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ABSTRACT 
The goal of this publication is to assist local law 
enforcement investigators with information and 
resources that can help secure their information, 
and ensure it remains accessible to them, regardless 
of the means used to store and share it. 

The problems with information sharing that will be 
addressed in this report begin when information is 
stored in databases.  Well intended rules and 
regulations, badly needed security measures, and a 
wide variety of systems used leads to many 
challenges in our ability to share information. 
Unfortunately, this can cause an inordinate amount 
of problems for the local law enforcement officer 
who is commissioned to enforce the laws of their 
community and ensure public safety. 

Information sharing has been a topic of concern for 
law enforcement agencies long before we had 
databases, electronic information systems, or even 
electricity.  Sharing information has always been 
necessary and practiced by law enforcement.  
Investigators know that information sharing leads to 
greater success through the ability to generate leads 
on suspects, witnesses, events, and associations. 

Information sharing has always been about 
relationships.  Sharing never occurs without 
relationships between officers, agencies, vendors, 
and the public.  Interpersonal relationships between 

investigators who are on the ground, conducting investigations work well.  But our information 
systems that store information for law enforcement do not always share well with each other. We 
hope to help change that outcome. 

Information Sharing Keys 

Law enforcement contracts with 
vendors, and information sharing 
agreements with other agencies, should 
always include three specific 
components to best facilitate their 
efforts to share information. 
 

Exclusive Rights  
The agency should always maintain 
exclusive rights to own, use, access, and 
export their own information. 
 

Exportable Format  
Information maintained by another 
entity, such as a vendor or another 
agency, should be able to be exported or 
extracted from the system in an easy to 
use format, such as a csv file, or an API. 
 

Encryption Free Data When Exported 
Information exported by the agency 
should not be encrypted using any 
proprietary method or formula that is 
not given to the law enforcement 
agency for fast and easy decryption. 

https://derrysoftware.com/
https://www.linkedin.com/in/jim-derry/
https://twitter.com/jimd181
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Information Sharing for Law Enforcement 

The United States Department of Justice published a document titled “Community Relations 
Services Toolkit, Policing 101”1, in which they describe the responsibilities of policing to include a 
common goal among the entirety of the criminal justice system to be public safety. General 
responsibilities relating to public safety that is given to law enforcement are described as enforcing 
the law, preventing crimes, maintaining order, and conducting investigations.  

It is necessary for law enforcement to be able to share information to fulfill their responsibilities. 
Sheriff and Police departments generate a significant number of investigations and information 
used by state and federal law enforcement agencies.  They are required to generate and store 
incident, incarceration, and investigation information to support the requirements placed on them.  
In most cases, local law enforcement has the least amount of resources available to accomplish their 
information reporting and storing needs. 

Law enforcement agencies rely on state governments, federal governments, and vendors to process 
the reporting and storing of information for them. Reporting and storing methods are the 
precursors for sharing information. 

The wide variety of state and federal laws, combined with the number of systems available to 
process their information, presents several challenges for information sharing.  Local differences 
between communities and agencies can also be a hurdle in some cases. Every community is 
different. They have different people and various problems. Law enforcement information systems 
must be flexible in their ability to store information and agile in their ability to share. But most of all, 
they must be focused on ensuring public safety at the local level.  

Requiring officers who are on the frontlines of public service to conform with requirements and 
information systems designed to accommodate maintained in rear areas is backward thinking and 
ineffective. Information systems must be designed in a manner that meets federal guidelines for 
information assurance and security but is also flexible enough for access and uses locally. 

Information is required for use by local investigators from many sources within their jurisdiction.  
CAD, RMS, Booking, Jail Administration, and Jail Calls are all often maintained in separate 
databases.  When one vendor does have all their information, they may only have one way to 
retrieve it. This is counterproductive to conducting investigations. Drug investigators may be 
interested in different information than homicide, sex offenders, and property crime investigators. 
Information should be tailored for every investigator by their needs. 

Fortunately, technology can easily support these different needs. The proliferation of APIs, web 
applications and dynamic data mapping all lend themselves to sharing and tailoring information to 
the needs of local officers and investigators. The key is to inform and educate local agencies on the 
options and access they can have to their information and at a low cost that is decreasing every day. 

  

https://derrysoftware.com/
https://www.justice.gov/crs/file/836401/download
https://www.justice.gov/crs/file/836401/download
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Challenges to Information Sharing 

Sharing information is vital to the success of law enforcement investigations.  The capability to 
identify, capture, and store information grows each day.  But our ability to share information lacks 
far behind.  The RAND Corporation, in conjunction with the Police Executive Research Forum, RTI 
International, and the University of Denver, published the results of a study that was titled 
“Improving Information-Sharing Across Law Enforcement: Why Can’t We Know”2. 

There were several key findings of this research. Improvements have been made on information-
sharing standards among records management systems (RMS), computer-aided dispatch (CAD) 
systems, and other key law enforcement systems. Progress has also been made in developing 
repositories of shared law enforcement information at the federal, state, and regional levels, 
according to the research. There are also strategies identified to improve the affordability of 
information systems, but information sharing architecture for law enforcement remains complex.  

The report also states some commercial providers see the development of custom interfaces as a 
key revenue source and do not support standardization, while others see the costs of implementing 
standardization as being prohibitive.  A common concern for all was the cost of RMS and CAD 
systems, especially for smaller agencies.  

Entities outside of local law enforcement agencies tend to want to control information received 
from local departments as soon as they receive it. There are different reasons for this.  The vendor 
bears responsibility for meeting their agreements, including securing the information, and for the 
system to work.  There is always a risk of compromise of either of these when information is shared.  

Data is contained in many different databases.  There is often no common standard used to maintain 
it. CAD, RMS, Booking, Jail Administration, and Jail Calls are all often maintained in separate 
databases.  EMS, Courts, and other local information sources can aid local law enforcement 
investigations, if they can be accessed by investigators.   

Providing information to any external system can result in the local agency losing exclusive rights, 
access, and control of their information.  This includes using vendors, state agencies, and federal 
agencies for information storing.  Local governments often don’t have the expertise available to 
ensure their agreements include language protecting the interests of the local government. 

Purchasing new equipment every three years is very expensive and, maintaining the hardware and 
security posture is also costly.  Local agencies need a sure and strategic method for planning 
information security and sharing that is efficient, flexible, and affordable to overcome these 
challenges. 

 

 

 

  

https://derrysoftware.com/
https://www.rand.org/pubs/research_reports/RR645.html
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Overcoming Information Sharing Obstacles in 
Contracts and Agreements 

 

Agency Access Rights  
 

We recommend using the following information in contracts with vendors, or when entering a 
Memorandum of Understanding (MOU), or similar agreement with another state, local, or federal 
agency.  These provisions are recommended by the RAND Corporation research and the DOJ. They 
help to ensure local departments always have control and access to their data. 

Exclusive Rights – The agency shall maintain exclusive rights of ownership of their information, 
whether stored by the vendor or by the agency.  The agency will maintain the right to access, or 
delegate access to another agency or vendor, and use their information in any manner they 
determine to be best for the needs of the agency and the public. 

Exportable Format – The information in the database shall be maintained in a manner that is easily 
exportable by the agency or by another agency or vendor designated by the agency, using a 
commonly used means of exporting. Examples of easily exportable formats include but are not 
limited to CSV, Excel, text, etc. for user exports, and Automated Programming Interfaces (API)s for 
machine exporting. 

Encryption Free Data, Upon Export – Data exported from agency databases shall not be stored or 
encrypted in a manner that makes it unreadable or otherwise unusable when it is exported by the 
agency.  Examples of this include encrypting or encoding dates, times, locations, names, etc. Data 
exported or extracted by the agency or its designee shall always be readable and useable . 

Automated Information Access 

Electronic and automated access of information between systems is one of the most efficient and 
secure methods for accessing and sharing information. APIs are an example of automated access.  
They can offer superior encryption, security, and access to information, as well as providing for 
greater specificity of the type and volume of information made available.  

Unfortunately,  vendors who manage information systems for law enforcement agencies don’t 
always work well with the agency they support when the need to share information arises. A variety 
of reasons to delay or deny access to automated information sharing may be encountered, despite 
the agency’s desire to use their information differently.  These reasons include charging excessive 
fees, delaying tactics, and attempts to dissuade the agency from sharing their information. 

These types of problems are best overcome during the bid process for the service.  Contracts with 
vendors and agreements with other government agencies may include provisions to either include 
an API or similar information sharing method in the original contract, or by identification of the cost 
of providing the service if the need arises.  

  

https://derrysoftware.com/
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Information Assurance and Security 

FIPS 140-23 is the reference used by the FBI for securing data.  This 
261-page document provides the information necessary to ensure 
data encryption.  The Criminal Justice Information Services (CJIS)4 
manual is the FBI’s standard for security criminal justice information.  
This contains another 159 pages of requirements to understand and 
implement for any law enforcement agency that would like to 
interface with federal systems. 

It’s unrealistic and not feasible for local law enforcement agencies to 
be able to attain these standards with the limited resources they have 
on hand.  They rely on vendors, state agencies, and federal agencies to 
provide systems to help meet these requirements.  All providers of 
information solutions to local law enforcement agencies should be 
required to learn and achieve CJIS certification.  This includes large 

businesses, small businesses, and government organizations at the state, federal, and regional levels 
that store and shares information with other law enforcement agencies. 

Common problems for securing CJIS information. 

Infrastructure – Technology changes almost daily.  It is essential to keep hardware and software up 
to date with current firmware and hardware. This makes systems more efficient and enables them 
to maintain a stronger security posture.  The problem is technology is often too expensive and 
changes too quickly. 

Lack of standards – The federal government uses National Institute of Standards and Technology 
(NIST) 800-535 as the basis for many of its security and privacy controls for federal information 
systems and organizations. These controls at the federal level are mandated and systems must be 
certified for using them.  The CJIS manual is based on these standards, and modern technology 
advancements makes it more affordable for state agencies and vendors to comply.  

Challenges to securing CJIS information. 

Encryption – Encrypt data at rest.  Encrypt data in transit. Encrypt at all endpoints. CJIS includes 
guidelines for encryption. All agencies should meet these requirements. 

Encryption Key Management – Customer managed keys are a great way for agencies to ensure 
their encrypted information is available for their use only. This form of encryption enables the data 
to be decrypted by the agency when it is removed from storage, but not by the entity storing the 
data, and not when it is in transit. 

 

 

  

https://derrysoftware.com/
https://csrc.nist.gov/publications/detail/fips/140/2/final
https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
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Summary and Considerations for Securing and 
Storing Information 

The goal of this publication is to assist local law enforcement investigators with information and 
resources that can help secure their information, and ensure it remains accessible to them, 
regardless of the means used to store and share it. The most important recommendations are to 
encrypt your CJI, maintain exclusive rights to agency data, and to always be able to access all your 
information using an easily exportable format.  Some other important consideratiosn are listed 
below. 

Use CJIS Standards 

CJIS standards were developed to be a minimum standard for protecting and safeguarding CJI.  It 
represents the requirements that must be met for accessing to Federal Bureau of Investigation 
(FBI) CJIS. Following these requirements is a good idea for any agency.   

The problem with meeting these standards is the availability of resources to meet them.  CJIS 
certification is rarely required, unless access to federal systems is desired.  Agencies and vendors 
may believe they meet CJIS requirements, when in fact they don’t.  It’s sound practice to ask for 
CJIS certifications that have been met and complied with, during the contract negotiation process. 

Require Access and Customization of Information 

Law enforcement agencies should always maintain exclusive rights to their own data, regardless of 
where it is stored.  Considerations should be made for when information changes.  A good example 
of this is the onset of fentanyl use and the dramatic increase in overdose deaths in the USA.  

Changes to information systems that would enable law enforcement to report, track, and 
investigate these crimes can be slow and expensive to implement.  The cost and time for making 
updates should be determined before a contract or agreement is signed with a vendor or other 
agency. 

Use the Cloud 

The cloud offers many advantages to onsite storage of information.  CJIS certified infrastructure is 
made readily available using cloud services such as the Azure or AWS GovCLouds. These 
environments can be certified, maintained, and updated by the cloud provider.  This brings 
continuous improvement and updates to agency hardware, so that law enforcement can focus on 
their information requirements. 

Consider Software as a Service 

Maintaining infrastructure is time consuming and difficult.  Purchasing new systems requires large 
capital outlays and strains many budgets.  Agencies should consider using a SaaS application for 
their CJI.  This places the burden for compliance, updates, maintenance, and purchase of equipment 
on the vendor, and provides a consistent amount of money to budget each year to pay for the 
service. 

 

https://derrysoftware.com/
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Get Connected to ODMAP 
 
Derry Software will help local 
governments establish an automated 
connection with ODMAP, at no cost to 
local communities. 
 
ODMAP, the Overdose Detection Mapping Application Program, is a free service designed to allow 
public health officials and first responders to respond to the overdose crisis as it is occurring 
locally.  It does this by combining data in ODMAP so that different agencies can develop and deploy 
a real time plan to reduce both fatal and non-fatal overdoses. 

We feel this program offers great potential for collaboration between all stakeholders in local 
communities.    
 
ODMAP was created and is maintained by the Washington | Baltimore HIDTA (High Intensity Drug 
Trafficking Area) to help reduce the thousands of drug overdoses experienced each year in the 
United States.  

Data entered in the system includes date, time, location, gender, sex, , suspected drug, naloxone 
dosage, and if the overdose was fatal. Spike alerts for increases in activity are received locally, in 
near real time. This facilitates a more comprehensive response locally. Sharing the event 
information helps with strategic analysis and planning nationally. 

Our goal is to help local agencies get better access to their information.  ODMAP is a great way for 
them to accomplish this in the overdose epidemic.  The requirements for using ODMAP are that you 
are a government employee with a concern in the overdose fight and agree to ODMAPs terms of 
use.  The system is free, and now the automated connection is too.  

Agencies who are interested in learning more about connecting with and using ODMAP can contact 
Derry Software by calling us at 833-USE-MSAT (833-873-6728). You can also learn more about the 
ODMAP program at http://www.odmap.org/.  

https://derrysoftware.com/
http://www.odmap.org/
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